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Title : Data flow handover in communication using mobile Internet protocol 



Description 

Field of the invention 

5 This invention relates to data flow handover in communication using mobile 

Internet protocol. 

Background of the invention 

Communication between a node and the Internet requires the use of 
standardised protocols. This is equally true of Mobile Nodes, for which the protocol 
10 must take account of changes of the Internet access point of the Mobile Node as it 
moves between different Internet Protocol ('IP') subnets. Various protocol 
standards for Mobile Nodes already exist or are proposed, such as the Mobile IP 
v4 and draft v6 standards of the Internet Engineering Task Force (IETF'). 

In the Mobile IP protocol each Mobile Node gets assigned a Home Address 
15 (H@) that will be used to reach it and identify it as it moves in different IP subnets. 
The Mobile IP protocol ensures that any data packet addressed to the Mobile 
Node's Home Address will be correctly routed to the Mobile Node's current 
location. To do that, a special router, named the Home Agent (HA), is placed on 
the IP subnet of the Home Address. This IP subnet is called the Home Network 
20 (HN). Any packet addressed to the Mobile Node's Home Address arrives at the 
Home Network. The Home Agent intercepts the packet on behalf of the Mobile 
Node, and forwards it to the current location of the Mobile Node. 

The Home Agent needs a way of tracing the current location of the Mobile 
Node, so it can forward packets to it. Each time the Mobile Node arrives at a new 

25 network it obtains a new IP address, which is called the Care-of Address. It 
immediately sends a special message, called a Binding Update (BU), to the Home 
Agent to notify it of its new Care-of Address. Now the Home Agent can intercept 
packets addressed to the Home Address and forward them to the Mobile Node's 
current Care-of Address: the Home Agent has established a binding between the 

30 Home Address and the Care-of Address. Each time the Mobile Node changes IP 



WO 2004/057826 



PCT/EP2003/051026 



subnet, a new Care-of Address is obtained, and a new binding is established with 
the Home Agent 

In the Mobile IP terminology any node communicating with a Mobile Node is 
called a Correspondent Node (CN). When a Correspondent Node wants to 
5 communicate with a Mobile Node it sends its packets to the Mobile Node's Home 
Address. The Home Agent intercepts the packets, and forwards them to the 
Mobile Node's Care-of Address. When the Mobile Node receives the forwarded 
packets, it sends its reply packets directly to the Correspondent Node. This is 
called triangular routing, because outward-bound packets are not directly 

10 exchanged between the Correspondent Node and the Mobile Node, but rather 
they are routed through the Home Agent To avoid this, a route optimisation 
technique is used: when the Mobile Node moves, Binding Update messages are 
sent to all of its Correspondent Nodes. The Correspondent Nodes keep a binding 
list, similar to the list kept by the Home Agent, between Home Addresses and 

15 Care-of Addresses. In this way they know which Care-of Address to use for each 
Mobile Node, avoiding thus the need to route packets through the Home Agent. 

A typical Mobile Node has a single network interface, for example a wireless 
Local Area Network ('LAN') interface. This network interface gets attached to the 
different Internet access points as the Mobile Node moves. When the Mobile Node 
20 gets access to a different IP subnet, a handover between the old and the new IP 
subnets is performed using the Mobile IP protocols. 

IP mobility protocols also consider the case of vertical handover. In this case 
the Mobile Node is equipped with several different network interfaces that allow it 
to use different network access technologies (for example, a 802.11b wireless 

25 LAN interface and an Ethernet interface). The Mobile Node may decide at any 
time which access network interface to use, and can use the Mobile IP handover 
protocols to switch between different access network technologies. In this case all 
ongoing communications on the Mobile Node are switched at the same time from 
one interface to another. For vertical handover, the Mobile Node may be equipped 

30 with several different network interfaces, each providing access to a different IP 
subnet. Each network interface is assigned a different IP address, that is, the 
Mobile Node has several IP addresses, one per interface. The Mobile Node may 
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choose any of the available IP addresses as a Care-of Address to use in its 
Binding Updates to the Home Agent and the Correspondent Node. This will force 
all data communications to go through the corresponding interface. By sending 
Binding Updates with the IP address of one interface first, and then with the IP 
5 address of a different interface, a vertical handover between the two interfaces can 
be performed. 

Home Agents and Correspondent Nodes allow a Home Address to be bound 
to a single Care-of Address. There is currently no standard solution for supporting 
multiple Care-of Addresses bound to a single Home Address, although the 
10 possibility is currently being discussed. Since only one Care-of Address may be 
used at a time, all the Mobile Node's IP traffic is exchanged via one Care-of 
Address, that is, via one interface. This means that in the case in which a Mobile 
Node may have multiple different network interfaces, only one interface may be 
used at a time for IP traffic. 

15 A third type of handover, referred to below as 'per-flow handover', is also 

desirable. In per-flow handover a Mobile Node equipped with multiple access 
interfaces uses different interfaces selected from the available network interfaces 
for different data flows. The selection among the available interfaces may take into 
account the different characteristics of the multiple data flows to map or allocate 

20 each data flow to the most appropriate network. The choice of network and the 
decision for handover may be taken by the Mobile Node, the application, the 
network operator or the application server for example. The network operator can 
use this type of handover to optimise the use of resources in its network, such as 
implementation of load balancing policies, for example, and service delivery; the 

25 Mobile Node can use this type of handover to optimise the communication of the 
desired content through the most appropriate network, in a cost and Quality of 
Service ('QoS') effective manner, for example. 

One proposed technique for per-flow handover management uses a different 
Binding Update, with a respective Care-of Address, for each different 
30 Correspondent Node: this solution is based on the idea that each network 
interface of the Mobile Node has a different IP address. The Mobile Node can use 
only one of those IP addresses as a Care-of Address to establish the binding with 
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the Home Agent. However the Mobile Node can use a different Care-of Address to 
send the Binding Update messages to its Correspondent Nodes. This way a single 
Home Address can be associated with multiple different Care-of Addresses 
without a specific support on the Home Agent. The Mobile Node uses a different 
5 Care-of Address depending on the network it wishes to use for the data flow 
between the Mobile Node and each Correspondent Node. 

With this solution the Mobile Node may use different access networks for 
communications with different Correspondent Nodes. If the different data flows of 
the Mobile Node correspond with respective Correspondent Nodes, this solution 
10 provides a simple means of achieving per-flow handover. However, with this 
solution, it is not possible to have two data flows with the same Correspondent 
Node go through different network interfaces. If a handover is performed, all data 
flows between the Mobile Node and a Correspondent Node are switched at the 
same time. 

15 When it is the Correspondent Node that initiates the communication, data is 

initially sent to the Home Network, and the Home Agent forwards it to the Care-of 
Address used for the Binding Updates sent to the Home Agent When the Mobile 
Node receives such a packet, it immediately sends a Binding Update to the 
Correspondent Node with the appropriate Care-of Address, thus making sure that 

20 the communication continues on the preferred network interface but all the data 
flows between the Mobile Node and that Correspondent Node still go through a 
single network interface. 

IETF Internet Draft draft-nomad-mobileip-filters-01.txt {work in progress) 
proposes to extend the Mobile IP (v4 or v6) protocol by providing the means for 

25 Mobile Nodes to notify binding agents (Home Agent or Correspondent Nodes) of 
an association between flow filters and specific bindings. A Mobile Node is 
required to include in its binding update a list of filters that indicate which flows are 
associated with the registered Care-of Address. This proposal extends the 
simultaneous binding capability of Mobile IP (sending a duplicate copy of every 

30 active flow to all registered Care-of Address) by assigning a filter to each 
registered Care-of address so that only flows that match this filter will be forwarded 
to this address. The notion of default binding is also supported for the case of 
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flows that do not match any of the filters pre-established. As such, this proposal 
enables a Mobile Node to select for each flow the most appropriate point of 
attachment and perform per-flow handover between different access networks. 
However, this proposal has the drawback that it requires modification to Mobile IP 
5 on all binding agents (Home Agent, Correspondent Nodes...) in addition to the 
Mobile Node. 

Considerations of compatibility with the existing population of nodes with 
which the Mobile Node is to communicate makes it desirable for the handover 
protocols to be in conformity with the existing mobility standards, and not to 
1 0 require any changes on the Correspondent Node side nor in the Home Agent. 

IETF Internet draft draft-soliman-mobileip-flow-move-01 .txt (work in progress) 
proposes to introduce a new extension to Mobile-IPv6 to allow hosts to direct 
inbound flows individually to certain preferred interfaces. The draft introduces so- 
called flow movement sub-options enabling a Mobile Node to support per-flow 

15 movement, that is, to move each flow individually between several interfaces (or 
points of attachment). The flow movement sub-options are to be inserted in 
Binding Updates (and Binding Acknowledges for status report) and include a 
description of the flow the binding (Mobile Node's Home Address / Care-of 
Address) should be considered for. As such, this proposal enables a Mobile Node 

20 to select for each flow the most appropriate point of attachment and perform per- 
flow handover between different access networks. However, once again, this 
proposal has the drawback of requiring modification to Mobile IP on all binding 
agents (Home Agent, Correspondent Nodes...) in addition to the Mobile Node. 

Summary of the invention 

25 The present invention provides a method of communication using mobile 

Internet protocol between a Mobile Node and Correspondent Nodes, and a Mobile 
Node for such a method of communication, as described in the accompanying 
claims. 

Brief description of the drawings 

30 Figure 1 is a schematic diagram of a previously proposed system for 

communication over a network, 
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Figure 2 is a schematic diagram of a system for communication over a network in 
accordance with one embodiment of the invention, given by way of example, 
Figure 3 is a schematic diagram of the architecture of the Mobile Node in the 
system of Figure 2, 

5 Figure 4 is a flow chart of processing of out-going signals of the Mobile Node in 
the system of Figure 2, 

Figure 5 is a flow chart of processing of incoming signals of the Mobile Node in the 
system of Figure 2, and 

Figure 6 is a flow chart of an algorithm for assigning Home Addresses in the 
10 Mobile Node in the system of Figure 2 

Detailed description of the preferred embodiments 

The communication system shown in Figure 1 functions using the current 
IPv4 or draft IPv6 standards. A Mobile Node 1 communicates through first and 
second Access Networks 2 and 3 and the Internet 4 with first and second 
15 Correspondent Nodes 5 and 6. The Home Address H@ of the Mobile Node 1 is 
registered at its Home Agent 7. 

The system shown In Figure 1 is of the known kind referred to above, in 
which the Mobile Node 1 uses a different Binding Update, with a respective Care- 
of Address, for each different Correspondent Node such as 5, 6. The Mobile Node 

20 1 uses only one of those IP addresses as a Care-of Address to establish the 
binding with the Home Agent 7, which registers the Care-of Address for that 
Mobile Node's Home Address in a Home Agent's Binding Cache 8. The Mobile 
Node 1 can use the same or a different Care-of Address to send the Binding 
Update messages to its Correspondent Nodes 5, 6, which register the Care-of 

25 Address received in a respective Correspondent Node's Binding Cache 9, 10. 
Each network interface of the Mobile Node 1 is allocated a different IP address 
and the Mobile Node selects the Care-of Address depending on the interface and 
Access Network 2 or 3 it wishes to use for the data flow between the Mobile Node 
1 and the different Correspondent Nodes 5 or 6. 

30 With this solution the Mobile Node 1 may use a different Access Network 2, 3 

for communications with the different Correspondent Nodes 5, 6 but it is not 
possible to have two data flows with the same Correspondent Node 5 or 6 go 
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through different network interfaces. Accordingly, a first data flow 11 may be sent 
through the Access Network 2 and corresponding network interface to the 
Correspondent Node 5 using Care-of Address CoAi, which was already registered 
in the Home Agent's Binding Cache 8 and is now registered in the Binding Cache 
5 9 of the Correspondent Node 5, while a second data flow 12 may be sent through 
the Access Network 3 and corresponding network interface to the Correspondent 
Node 6 using a new Care-of Address CoA 2 , which is now registered in the Binding 
Cache 10 of the Correspondent Node 6. If a handover of a communication 
between the Mobile Node 1 and the Correspondent Node 5 or 6 is performed, all 
10 data flows between the Mobile Node 1 and that Correspondent Node are switched 
at the same time. 

When it is the Correspondent Node 5 or 6 that initiates the communication, 
data is initially sent to the Home Network, using the Home Address H@ of the 
Mobile Node 1, and the Home Agent 7 forwards it to the Care-of Address C0A1 in 

15 its Binding Cache 8 that is used for the Binding Updates sent to the Home Agent 
When the Mobile Node 1 receives such a packet, it immediately sends a Binding 
Update to the Correspondent Node 5 or 6 with the selected Care-of Address C0A1 
or CoA 2l thus making sure that the communication will occur thereafter on the 
preferred network interface but all the data flows between the Mobile Node 1 and 

20 that Correspondent Node 5 or 6 still go through a single network interface. 

The embodiment of the present invention shown in Figure 2, in which 
elements of the communication system similar to those of the system of Figure 1 
have similar references, enables different data flows between the Mobile Node 1 
and a Correspondent Node such as 5 or 6 to go through more than one network 

25 interface. In other words, the Mobile Node 1 is able to redirect separate data flows 
with the same Correspondent Node such as 5 or 6 through different network types, 
and to handover a single flow from one access network such as 2 or 3 to another. 
In this way more than one data flow such as 12 and 12B, may be maintained 
simultaneously over different access networks such as 2 or 3 with the same 

30 Correspondent Node such as 5 or 6. The Mobile Node 1 can decide, based on 
diverse criteria (terminal decision, operator rules, network request, application 
configuration, user preferences...), to switch a specific data flow from one 
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interface to another. This is achieved by allocating a plurality of different Home 
Addresses dynamically to a single Mobile Node such as 1, and using respective 
Home Addresses for different data flows. Each Home Address can then be 
independently bound to a respective Care-of Address, which may be the interface 
5 IP address, so that each data flow can be associated with a different network type. 
No change to existing protocols nor to the existing population of Correspondent 
Nodes such as 5 and 6 or Home Agents such as 7 is needed. The Mobile Node 1 
maintains Home Address and Flow Mapping Tables 13, allocating the different 
data flows to different Home Addresses such as PH@ and H@ 2 and registering 
10 the Care-of Address such as CoA, and CoA 2 bound to each Home Address. Since 
the number of data flows that may occur at the same time on the same Mobile 
Node is not fixed, a mechanism for the dynamic allocation of Home Addresses is 
provided. 

The currently proposed draft standard Mobile-IPv6 enables a Mobile Node 1 

15 away from home to discover the prefix(es) on its home network by exchanging 
ICMPv6 "Mobile Prefix Solicitation" and "Mobile Prefix Advertisement" messages 
with its Home Agent 7. This may be used by the Mobile Node 1 to auto-configure 
and refresh one or more new Home Addresses derived from these prefixes 
(Stateless Address Auto-configuration). The Home Agent 7 can also send 

20 unsolicited "Mobile Prefix Advertisements" to the Mobile Node 1 in case of home 
network renumbering. According to this mechanism, Duplicate Address Detection 
(DAD) can be performed by the Home Agent 7 on behalf of the Mobile Node 1 in 
case uniqueness of the newly auto-configured address must be verified in the 
home network. To request DAD for its Home Address, the Mobile Node 1 will send 

25 a "Binding Update" (BU) message with the 'D' bit set. This mechanism enables a 
Mobile Node 1 away from home to obtain new Home Addresses dynamically and 
verify their uniqueness through Stateless Address Auto-configuration; it does not 
however support other means to assign addresses to a node and especially 
Stateful Auto-configuration (e.g. DHCPv6). The consequence is the Home 

30 Network, and in particular the Home Agent 7, cannot explicitly decide which 
address to be assigned to a Mobile Node. 
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The currently proposed draft Mobile IPv6 standard already supports a 
stateless auto-configuration mechanism that can be used for dynamic Home 
Address allocation. This is used in a preferred embodiment of the invention, and 
enables communication to be performed in conformity with the protocol of the 
5 currently proposed draft Mobile IPv6 standard without any changes on the Home 
Agent 7. 

In another embodiment of the present invention, Dynamic Host Configuration 
Protocol ('DHCP') is used for new address allocation. The Home Agent 7 is set up 
to ask for a new address on behalf of the Mobile Node 1 . 

10 In yet another embodiment of the present invention, a proprietary protocol 

between the Home Agent 7 and the Mobile Node 1 is used. In this case a new 
protocol between the Mobile Node 1 and the Home Agent 7 is defined, with 
corresponding adaptation of the Home Agent 7. 

In the preferred embodiments of the present invention, two elementary 
15 operations are supported: allocating a new address and freeing an already 
allocated address. The Mobile Node 1 always keeps at least one Home Address, 
which will allow it to be reached at any moment. This address is referred to 
hereafter as the Primary Home Address (PH@), and it is not possible to free the 
Primary Home Address. A Security Association exists between the Primary Home 
20 Address PH@ and the Home Agent 7. New addresses are requested using the 
Primary Home Address PH@, and the Security Association between the Primary 
Home Address and the Home Agent 7. When a new address is allocated a 
Security Association is created between the newly allocated address such as H@ 2 
and the Home Agent 7. 

25 The dynamic allocation of addresses enables data flows to be redirected into 

different access networks using multiple Home Addresses. When the Mobile Node 
1 has data to send on an existing flow, it identifies to which flow the data belongs 
and uses the Home Address such as PH@ or H@ 2 associated to that flow to send 
the data. In this way the Correspondent Node such as 5 or 6 will always reply to 

30 the appropriate Home Address PH@ or H@ 2 and thus it will use the selected 
access network. 
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When the Mobile Node 1 identifies a new data flow, and only if none of the 
existing Home Addresses is usable for this new flow, it dynamically allocates a 
new Home Address such as PH@ or H@ z using one of the methods proposed 
above. The Mobile Node 1 can then use that address for communication with 
5 Correspondent Nodes such as 5 or 6. The Mobile Node 1 must send Binding 
Updates to the Home Agent 7 for each of its Home Addresses. 

When the Mobile Node 1 wants to perform a vertical handover of a particular 
data flow, it is sufficient to send a Binding Update with the associated Home 
Address and the IP address of the selected interface as Care-of Address. In this 
10 way only the selected flow will handover to the new network interface. 

When a previously allocated Home Address such as H@ 2 is no longer 
needed the Mobile Node 1 frees it using one of the methods proposed above. 

If a Correspondent Node such as 5 or 6 initiates the communication it will use 
the Primary Home Address to reach the Mobile Node. With some applications it is 
15 possible to switch to a different Home Address, for example using a redirect 
procedure. Another option is to allocate that Home Address permanently to be 
used with this Correspondent Node such as 5 or 6 f for instance by allocating a 
particular Home Address to be used for voice applications. 

Figure 3 illustrates the IP stack 14 in a preferred embodiment of the Mobile 
20 Node 1. The upper levels of the IP stack 14 include an application layer 15, a 
transmission control protocol (TCP') layer 16 and a user datagram protocol 
('UDP') layer 17. In addition, the lower levels of the IP stack 14 include a data flow 
separator 18 and a data flow redirector 19. The data flow separator 18 classifies 
incoming and outgoing data packets and decides to which data flow they belong. 
25 The data flow redirector 19 chooses the appropriate Home Address and Care-of 
Address for each outgoing packet based on the flow to which the packet belongs 
and the selected network for that flow. 

The Mobile Node 1 also includes the Home Address and Flow Mapping 
Tables 13. In this embodiment of the present invention, a Home Address table 
30 contains a list of all Home Addresses currently in use by the Mobile Node. The 
Primary Home Address PH@ is the first element of the Home Address table. The 
following information is stored in the Home Address table: 
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• Home Address; 

• Care-of Address: it is the Care-of Address used for Binding Updates 
sent to the Home Agent 7; 

A Flow Mapping Table 1 3 contains an entry for each current data flow. The 
5 following information is stored in this table: 

• Flow ID: it is an integer that identifies the flow uniquely; 

• Correspondent Node: it is the Correspondent Node associated to this 
flow; 

• Flow Information: miscellaneous information associated to this flow. 
10 This information can be used by the Data Flow Separator to decide the flow to 

which a packet belongs. 

• Home Address: Home Address used for packets belonging to this 
flow; 

• Care-of Address: Care-of Address of the selected network for this 
15 flow; 

Separating the application data into different flows is done by the Data Flow 
Separator 18 f which classifies outgoing application data into different data flows. 
Many criteria may be used to separate outgoing data into different flows: 

• Applications could use a specific programming interface to tell the 
20 Data Flow Filter which data belongs to each flow. 

• A Data Flow Filter may analyse protocol headers to separate data 
flows. The classification may be made based on the IP flow label field, the 
source and destination ports, the protocol options that are present, etc. 

• A Data Flow Filter may offer an interface to the network operator to fix 
25 a set of rules to be followed to separate data into flows. 

• The network may dynamically indicate what set of rules should be 
used to separate data into flows. 

Once the Data Flow Separator 18 has identified which flow each data packet 
is to belong to, it verifies the Flow Mapping Table for each data packet and 
30 retrieves the Flow ID corresponding to that flow. Preferably, the Data Flow 
Separator uses the Flow Information field of the Flow Mapping Table to help it 
classify the flow. For a new flow a new entry is created in the Flow Mapping Table 
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and a new Flow ID is assigned. Any information required to classify packets 
belonging to this flow is stored in the Flow Information field of the Flow Mapping 
Table. 

Once the data has been classified into different flows, the Data Flow 
5 Redirector 19 redirects each flow through its respective network interface such as 
2 or 3. For each flow the Redirector 19 chooses which network is more appropriate 
to send the packet. Again many criteria may be used to choose the network: 
selection by the application, network operator criteria, user preferences, selection 
by the network, for example. 

10 Now the packet is redirected through the selected network. In principle the 

Redirector 19 can use various mechanisms to send the data flows through the 
respective interfaces. In one embodiment of the invention, it separates the flows, 
associating a different Care-of Address to each data flow; in another embodiment 
of the invention, it allocates a different Home Address for each flow. In the 

15 preferred embodiment of the invention, the Redirector 19 combines these two 
methods. To do that the Redirector 19 interacts with the Mobile IP stack 14, 
providing the Home Address and Care-of Address to use it to send the packets 
and what information must be carried on the Binding Updates. 

When a new flow is created the Redirector 19 must associate a Home 
20 Address to the flow. All packets belonging to the new flow will be sent using the 
associated Home Address. The following algorithm is followed: 

• The Redirector 19 searches the list of currently allocated Home 
Addresses, which includes the Primary Home Address PW@ and any 
dynamically allocated Home Addresses such as H@ 2 - 

25 • For each Home Address such as PH@ or H@ 2 the Redirector 19 

checks if there is an existing flow with that Home Address to the same 
Correspondent Node such as 5 or 6 as the new flow. If it is not the case, that 
Home Address is selected, and it will be used with the new flow. 

• If after searching the whole Home Address list a Home Address has 
30 not been identified, a new Home Address is allocated using a dynamic Home 

Address allocation mechanism. 
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When it is a Correspondent Node such as 5 or 6 that initiates the 
communication, if the application allows it, the communication is redirected to a 
different Home Address, but this can only be decided on a per-application basis. In 
many applications the flow must use the Home Address already used by the 
. 5 Correspondent Node such as 5 or 6 to address the Mobile Node. Since this will 
most probably be the Primary Home Address PH@, the following rule is preferably 
added to the Home Address selection algorithm to avoid overloading the Primary 
Home Address PH@: 

• When a different Home Address is available, avoid using the Primary 

1 0 Home Address PH@. 

Alternatively, the following stricter rule is added to the Home Address 
selection algorithm: 

Do not use the Primary Home Address PH@ for Mobile Node initiated 

flows. 

15 For each flow the Mobile Node 1 sends Binding Updates to the 

Correspondent Node such as 5 or 6. The Redirector 19 provides the IP stack with 
the Home Address and Care-of Address to use in the Binding Updates. For each 
data flow the Redirector 19 provides the IP stack with the Home Address and the 
Care-of Address corresponding to the network to use for sending or receiving that 

20 flow. 

Binding Updates are also sent to the Home Agent 7. The Care-of Addresses 
used in these Binding Updates depend on the exact policy followed by the 
Redirector 19. Any of the available Care-of Addresses can be chosen. 

To handover a single flow from one interface to another it is just necessary to 
25 change the Care-of Address that is sent on the Binding Updates to the 
Correspondent Node such as 5 or 6 of that flow. That is done by changing the 
Care-of Address field in the Flow Mapping Table 13 entry corresponding to that 
flow. 

When a flow finishes (either by an explicit flow end notification, or by a 
30 timeout) a check is performed to verify if the associated Home Address such as 
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PH@ or H@ 2 is being used by another flow. If it is not, and the Home Address is 
not the Primary Home Address PH@, the Home Address such as H@ 2 '\$ freed. 

Figures 4 to 6 show examples of algorithms that may be used for the 
processing of outgoing and incoming packets and for the assignment of Home 
5 Addresses. It would be possible to use the same Home Address for different data 
flows being sent to the same Correspondent Node. However, this is only possible 
if these data flows all pass through the same interface (Access Network) and they 
could then only be handed over to a new interface simultaneously and together. 
The algorithms below assume that each different data flow for the same 
10 Correspondent Node has a different Home Address, enabling each of them to be 
handed over independently. It is also possible to make a compromise between 
these two functions and select first which data flows for the same Correspondent 
Node should have a different Home Address. 

The algorithm for the processing of outgoing packets shown in Figure 4 starts 

15 at 20 in response to the occurrence of an outgoing packet to be processed. First, 
the Data Flow Redirector 19 obtains the outgoing packet's flow ID from the Data 
Flow Separator 18 at step 21. The Data Flow Redirector 19 takes a decision 22 
whether the outgoing packet is classified as a new flow or not. If it is, at step 23 
the Data Flow Redirector 19 assigns a new Home Address to the new flow ID in 

20 the Flow Mapping Table 13, using the algorithm described below with reference to 
Figure 6, for example. A Care-of Address may then be chosen and assigned to 
each Home Address by the Mobile Node as a function of the application, the 
network operator or the application server for the corresponding data flow, for 
example, and modified if it is desired to handover the data flow. The processing 

25 algorithm then passes to the following step 24, in which the Data Flow Redirector 
19 retrieves the assigned Home Address and Care-of Address from the Flow 
Mapping Table 13. The retrieved IP Addresses are then used to send the packet 
at step 25. The processing algorithm then ends at 26. If the result of the decision 
at step 22 was that the packet is not to be classified as a new flow, the algorithm 

30 passes directly to step 24 in which the Data Flow Redirector 19 retrieves the 
Home Address assigned to the existing flow. 
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The algorithm for the processing of incoming packets shown in Figure 5 
starts at 27 in response to the occurrence of an incoming packet to be processed. 
First, the Data Flow Redirector 19 obtains the incoming packet's flow ID from the 
Data Flow Separator 18 at step 28. The Data Flow Redirector 19 takes a decision 
5 29 whether the incoming packet is classified as a new flow or not. If it is, at step 30 
the Data Flow Redirector 19 assigns to the flow ID in the Flow Mapping Table 13 
the incoming packet's destination address as the Home Address. In the following 
step 31, the Data Flow Redirector passes the incoming packet to the upper layers 
of the IP stack. The processing algorithm then ends at 32. If the result of the 
10 decision at step 29 was that the packet is not to be classified as a new flow, the 
algorithm passes directly to step 31 in which the Data Flow Redirector 19 passes 
the incoming packet to the upper layers of the IP stack. 

The algorithm for the assignment of Home Addresses corresponding to step 
23 of the outgoing packet processing algorithm is shown in more detail in Figure 6. 

15 It picks a Home Address and checks all the flows that use that Home Address to 
make sure that it does not correspond to the same Correspondent Node. If it does 
not, we can use this home address for the new flow. Otherwise, we need to pick 
the next home address in the table and try again. If we run out of addresses (we 
have already tried unsuccessfully all the Home Addresses in the Home Address 

20 Table) we allocate a new address using one of the dynamic home address 
allocation mechanisms mentioned above. 

The algorithm for the assignment of Home Addresses starts at 33. First, the 
Data Flow Redirector 19 obtains the packet's flow ID and the Correspondent Node 
identification from the Data Flow Separator 18 at step 34. The Data Flow 

25 Redirector 19 sets a home address value ha to the Jast Home Address listed in the 
Home Address Table in a step 35. Then, in a step 36, the Data Flow Redirector 19 
sets a flow value fl to the first flow identification in the Flow Mapping Table for 
which the Home Address is equal to the value ha. Next, the Data Flow Redirector 
19 takes a decision 37 whether the Correspondent Node identification of the flow fl 

30 is the same as the Correspondent Node identification of the packet flow obtained 
at step 34. If it is not, at decision 38 the Data Flow Redirector 19 checks whether 
there are any more flows for which the Home Address value is ha. If not, the Data 
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Flow Redirector 19 assigns the Home Address value ha as Home Address to the 
flow ID in the Flow Mapping Table 13 at step 39 and the Home Address 
assignment algorithm then ends at 40. 

If the decision at 37 is that the Correspondent Node identification of the flow 
5 fl is the same as the Correspondent Node identification of the packet flow obtained 
at step 34, the Data Flow Redirector 19 checks at decision 41 whether there is 
another Home Address in the Home Address Table. If there is, in a step 42, the 
Data Flow Redirector 19 sets the Home Address value ha to the immediately 
preceding Home Address in the Home Address Table and reverts to step 36. If at 
10 decision 41 it finds that it has already looped over all the Home Addresses in the 
Home Address Table, in a step 43, it allocates a new Home Address and sets the 
Home Address Value ha to it and passes to the step 39. 

If the decision at 38 is that there are more flows for which the Home Address 
value is ha, in a step 44, the Data Flow Redirector 19 sets the flow value f] to the 
15 next flow identification in the Flow Mapping Table for which the Home Address is 
equal to the value ha and reverts to the decision 37. 

It will be appreciated that the above algorithms are given by way of example 
only of methods of setting the Home Addresses and Care-of Addresses to be used 
and other methods may alternatively be used. 

20 It will be noted that the data flow handover methods and protocols of the 

embodiments of the present invention described above do not introduce any 
additional security issues in the Mobile IP implementation. Security mechanisms 
currently used in the Mobile IP standards, such as Return Routability and 
Cryptographically Generated Addresses, function correctly with the embodiments 

25 described. 

In particular, it will be noted that in the dynamic allocation of Home 
Addresses: 

• The Mobile Node has a Security Association between the Primary 

Home Address and the Home Agent. 
30 • This Security Association is used to request a new Home Address. 
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• The Home Agent automatically creates new Security Associations 

upon dynamic allocation of Home Addresses. 
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Ctaims 



1. A method of communication using mobile Internet protocol between a Mobile 
Node (1) and Correspondent Nodes (5, 6) in a network that also comprises a 
Home Agent (7) for the Mobile Node, said Mobile Node (1) having a plurality of 
network interfaces (2, 3) with said network, said method including per-flow 
handover management of data flows, which comprises selectively transmitting 
different data flows between said Mobile Node (1) and Correspondent Nodes 
(5, 6) over respective ones of said network interfaces (2, 3) identified by 
respective Internet addresses, 

characterised in that a plurality of Home Addresses (PH@, H@ 2 ) for said 
Mobile Node (1) are registered with said Home Agent (7), respective ones of 
which are allocated dynamically to said different data flows between said 
Mobile Node (1) and Correspondent Nodes (5, 6), and respective network 
interfaces (2, 3) for said Mobile Node are allocated dynamically to said Home 
Addresses (PH@, H@ 2 ), so that said different data flows between said Mobile 
Node (1) and the same Correspondent Node (5 or 6) are allocated to 
respective network interfaces (2, 3) and the allocation of network interfaces (2, 
3) may be modified dynamically. 

2. A method of communication as claimed in claim 1, wherein said different data 
flows are communicated substantially simultaneously between said Mobile 
Node (1) and the same Correspondent Node (5 or 6) through said respective 
network interfaces with respective Home Addresses (PH@, H@2). 

3. A method of communication as claimed in claim 1 or 2, wherein Mobile Prefix 
Solicitation and Mobile Prefix Advertisement messages are exchanged 
between said Mobile Node (1) and said Home Agent (7) and said Mobile Node 
(1) uses prefixes from those messages to establish, configure, refresh and/or 
modify said respective Home Addresses (PH@, H@ 2 ). 

4. A method of communication as claimed in claim 3, wherein said Home Agent 
(7) performs Duplicate Address Detection on Home Addresses that said 
Mobile Node (1) establishes, configures, refreshes and/or modifies. 



* 
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5. A method of communication as claimed in any preceding claim, wherein a 
security association exists between said Home addresses and said Home 
Agent (7). 

6. A method of communication as claimed in any preceding claim, wherein said 
Mobile Node (1) performing a handover of a data flow comprises sending a 
Binding Update with the associated Home Address (PH@ or H@ 2 ) and the IP 
address of the selected interface as Care-of Address (CoAi, CoA 2 ) to said 
Home Agent (7). 

7. A method of communication as claimed in any preceding claim, wherein said 
Mobile Node (1) performing a handover of a data flow, comprises sending a 
Binding Update with the associated Home Address (PH@ or H@ 2 ) and the IP 
address of the selected Interface as Care-of Address to said Correspondent 
Node (5 or 6). 

8. A method of communication as claimed in any preceding claim, wherein said 
Mobile Node (1) performing a handover of a data flow includes freeing a Home 
Address (H@ 2 ) that is no longer used for communication between said Mobile 
Node (1) and said Correspondent Nodes (5, 6). 

9- A method of communication as claimed in claim 8, wherein said Mobile Node 
(1) identifies at least one of said Home Addresses (PH@) as a primary Home 
Address that is never freed, other Home Addresses (H@ 2 ) being preferentially 
used for communication between said Mobile Node (1) and said 
Correspondent Nodes (5, 6). 

10. A Mobile Node for a method of communication as claimed in any preceding 
claim, comprising data flow separator (18) and director (19) means for 
classifying at least outgoing data packets, selecting and allocating a plurality of 
respective network interfaces and a plurality of corresponding Home 
Addresses (PH@ or H@ 2 ) for different data flows between said Mobile Node 
(1) and the same Correspondent Node (5 or 6), and modifying the allocation of 
network interfaces and Home Addresses (PH@, H@ 2 ) dynamically. 
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11. A Mobile Node as claimed in claim 10, wherein said data flow separator and 
director means (18, 19) comprises a Home Address table (13) identifying the 
current Home Addresses (PH@, H@ 2 ) of the Mobile Node (1) and 
corresponding Care-of Addresses (CoA 1f CoA 2 ), and a flow mapping table (13) 
identifying the Correspondent Node (5, 6) associated with each current data 
flow and the corresponding selected Home Addresses and Care-of Addresses 
(CoAl CoA 2 ). 

12. A Mobile Node as claimed in claim 10 or 11, wherein said data flow separator 
and director means (18, 19) is responsive to applications running on said 
Mobile Node (1) in classifying incoming and outgoing data packets. 

13. A Mobile Node as claimed in any of claims 10 to 12, wherein said data flow 
and director separator means (18, 19) is responsive to protocol headers of 
incoming and outgoing data packets in classifying said data packets. 

14. A Mobile Node as claimed in any of claims 10 to 13, wherein said data flow 
separator and director means (18, 19) comprises an interface responsive to 
the network operator in classifying said data packets. 

15. A Mobile Node as claimed in any of claims 10 to 14, wherein said data flow 
separator and director means (18, 19) is responsive to applications running on 
said Mobile Node (1) in selecting and allocating network interfaces (2, 3) and 
corresponding Home Addresses (PH@, H@ 2 ) for incoming and outgoing data 
packets. 

16. A Mobile Node as claimed in any of claims 10 to 15, wherein said data flow 
separator and director means (18, 19) comprises an interface responsive to 
the network operator in selecting and allocating network interfaces (2, 3) and 
corresponding Home Addresses (PH@, H@ 2 ) for incoming and outgoing data 
packets. 

17. A Mobile Node as claimed in any of claims 10 to 16, wherein said data flow 
separator and director means (18, 19) comprises means for registering user 
preferences and responsive to the preferences registered in selecting and 
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allocating network interfaces (2, 3) and corresponding Home Addresses 
(PH@ f H@ 2 ) for incoming and outgoing data packets. 
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